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Premiere Network Services Inc. 
'%or Your Information ... We've Got Connections!"TM 

From the Desk of 
Leo A. Wrobel 
President / CEO 

1510 N. Hampton Road - Suite 120 * DeSoto, TX 751 15 
(972) 228-8881 **FAX (972) 228-8889 

July 16, 2004 

Commission's Secretary 
Office of the Secretary 
Federal Communications Commission 
9300 East Hampton Drive 
Capitol Heights, MD 20743 

RE: DOCKET 98-141 

With regard to the FCC's request for comment in CC Docket 98-141, I wish to express 
my company's staunch opposition to the absurd notion that the cost of audits of SBC 
compliance "outweigh any possible benefits." Our experience in these matters proves 
otherwise. 

Enclosed is a May 3,2004 report that shows what happens to SBC conduct when SBC 
is left to monitor its own performance. This report has been independently 
substantiated by an outside auditing firm, CyberControls, L.L.C. Please read this report 
and our comments, thoroughly, and draw your own conclusions, before considering so 
disastrous a policy as proposed by SBC. 

L w A. Wrobel 
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DA 04-2092 
July 13,2004 

ENFORCEMENT BUREAU SEEKS COMMENT ON SBC’S REQUEST TO DISCONTINUE 
AUDIT OF SBC’S COMPLIANCE WITH MERGER CONDITIONS 

CC DOCKET NO. 98-141 

Comments Due: July 27,2004 
Reply Comments Due: August 10,2004 

On June 9,2004, SBC Communications Inc. (“SBC”) submitted a letter requesting that the 
Commission no longer require it to engage an independent auditor to examine its compliance with the 
conditions of the SBC/Ameritech Merger Order‘ for all periods beginning on or after January 1,2004.* 
Condition XXVII of the Commission’s Merger Order requires SBC to retain an independent auditor on an 
annual basis to conduct a compliance audit for all merger conditions in effect during the period, and to 
publicly file a report with the Commi~s ion .~  Because SBC’s request effectively asks the Commission to 
eliminate Condition XXVII for future periods, we seek comment of interested parties prior to making a 
determination. 

EXPARTE STATUS AND PRESENTATIONS 

Because of the policy implications and the potential impact of this proceeding on persons not 
parties to this request, we find it would be in the public interest to treat this case as a permit-but-disclose 

Applications of Amerilech Carp., TransJieror, and SBC Communications, Inc., Transfiree, For Consent lo I 

Transfer of Control of Corporations Holding Commission Licenses and Lines Pursuant to Section 214 and 3iO(dj of 
the Communicalions Acl and Purls 5, 22, 24. 25, 63, 90, 95, and IO1 of fhe Commission’s Rules, CC Docket No. 98- 
141, Memorandum Opinion and Order, 14 FCC Rcd 14712 (1999) YMergev Order”). The Enforcement Bureau is 
also seeking comment on a similar request by Verizon with respect to the Bell AtlanticiGTE Merger audit 
requirements in CC Docket No. 98-1 84. See Public Notice, “Enforcement Bureau Seeks Comment on Verizon’s 
Request to Discontinue Audit of Verizon’s Compliance with Merger Conditions,” DA 04-2093 (rel. July 13,2004). 

See Letter from Jim Lamoureux, Senior Counsel , SBC Telecommunications, Inc. to William H. 2 

Davenport, Chief, Investigations and Hearings Division, Enforcement Bureau, Federal Communications 
Commission, dated June 9, 2004 (“SBCRequesP’) (attached to this Public Notice). Pursuant to the Bureau’s request, 
SBC supplemented its request with a filing on July 7, 2004, providing additional information regarding the 
conditions that sunset afler May 3 1,2004. See Letter from David Cartwright, to Diana Lee, Investigations and 
Hearings Division, Enforcement Bureau, Federal Communications Commission, dated July 7, 2004 (attached to this 
Public Notice) (“SBC Supplemental Letter”). 

See Merger Order, 14 FCC Rcd at 14882-84,11410 -12 (Appendix D, 14 FCC Rcd at 15034-35,T66). 3 

See also Delegation ofAdditiona1 Authorip to Ihe Enforcemen1 Bureau, 17 FCC Rcd 4795 (2002) (delegating 
authority to the Enforcement Bureau to carry out merger-related audit and compliance tasks). 

http://www.fcc.gov


proceeding under the Commission's exparte rules! Ex parte presentations that are made with respect to 
the issues involved in this proceeding will be allowed but must be disclosed in accordance with the 
requirements of section 1.1206(b) of the Commission's rules.s 

FILING PROCEDURES 

Pursuant to sections 1.415 and 1.419 of the  Commission's rules, interested parties may file 
comments on or before July 21.2004, and reply comments on or before Auvust 10, 2004.' Comments 
may be filed using the Commission's Electronic Comment Filing System (ECFS) or by filing paper 
copies. See Electronic Filing of Documents in Rulemaking Proceedings, 63 Fed. Reg. 24 121 (1998). 

Comments filed through the ECFS can be sent as an electronic file via the Internet to 
htto:llwww.fcc.gov/c!~b/ecfs/. Generally, only one copy of an electronic submission must be filed. If 
multiple docket or rulemaking numbers appear in the caption of this proceeding, however, commenters 
must transmit one electronic copy of the comments lo each docket or rulemaking number referenced in 
the caption. In completing the transmittal screen, commenters should include their full name, U S .  Postal 
Service mailing address, and the applicable docket or rulemaking number, in this case, CC Docket No. 
98-184. Parties may also submit an electronic comment by Internet e-mail. To get filing instructions for 
e-mail comments, commenters should send an e-mail to ecfs@fcc.gov, and should include the following 
words in the body of the message, "get form." A sample form and directions will be sent in reply. 

Parties who choose to file by paper must file an original and four copies of each filing. If more than one 
docket or rulemaking number appear in the caption of this proceeding, commenters must submit two 
additional copies for each additional docket or rulemaking number. 

Parties who choose to file by paper should also submit their comments on diskette. These 
diskettes should be submitted to: Ernestine Creech, Room 3-AZ47, Investigations and Hearings Division, 
Enforcement Bureau, 445 12th Street, S.W., Washington, D.C. 20554. Such a submission should be on a 
3.5-inch diskette formatted in an IBM compatible format using Word or Acrobat Reader. The diskette 
should be accompanied by a cover letter and should be submitted in "read only" mode. The diskette 
should be clearly labeled with the commenter's name, proceeding (including the docket number, in this 
case CC Docket No. 98-184), type of pleading (comments and reply comments), date of submission, and 
the name of the electronic file on the diskette. The label should also include the following phrase "Disk 
Copy -No t  an Original." Each diskette should contain only one party's pleadings, preferably in a single 
electronic file. In addition, commenters must send a diskette copy to the Commission's copy contractor, 
Best Copy and Printing, Inc., 445 12th Street, S.W., Room CY-B402, Washington, D.C. 20554, or via e- 
mail a t  joshir@eroIs.com. A courtesy copy of all comments should be provided in an IBM compatible 
format using Word or Acrobat Reader via e-mail to diana.lee@fcc.gov. 

Filings can be sent by hand or messenger delivery, by commercial overnight courier, or by first- 
class or overnight U.S. Postal Service mail (although we continue to experience delays in receiving US. 
Postal Service mail). 

The Commission's contractor, Natek, Inc., will receive hand-delivered or messenger-delivered 
paper filings for the Commission's Secretary at 236 Massachusetts Avenue, N.E., Suite I I O ,  Washington, 
D.C. 20002. 

47C.F.R.@ I.lZOO(a), 1.1206. 

47 C.F.R. $ 1.1206(b). 

47 C.F.R. $8 1.415, 1.419. 
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-The filing hours at this location are 8 :OO a.m. to 7:OO p.m 

-All hand deliveries must be held together with rubber bands or fasteners 

-Any envelopes must be disposed of before entering the building. 

-Commercial overnight mail (other than U S .  Postal Service Express Mail and Priority Mail) must 
bc sent to 9300 East Hampton Drive, Capitol Heights, MD 20743. 

-US. Postal Service first-class mail, Express Mail, and Priority Mail should be addressed to 445 
12th Street, SW, Washington, D.C. 20554. 

-All filings must be addressed to the Commission’s Secretary, Office of the Secretary, Fcderal 
Communications Commission. 

Filings and comments are available for public inspection and copying during regular business 
hours at the FCC Reference Center, Portals 11, 445 12th Street, S.W., Room CY-A257, Washington, D.C. 
20554, (202) 41 8-0270. They may also be purchased from the Commission’s copy contractor, Best Copy 
and Printing, Inc., 445 12th Street, S.W., Room CY-B402, Washington, D.C. 20554, telephone l(800) 
378-3160 or (202) 863-2893, facsimile (202) 863-2898, or via e-mail at joshir@erols.com. 

Comments and reply comments must include a short and concise summary of the substantive 
arguments raised in the pleading. Comments and reply comments must also comply with section 1.48 and all 
other applicable sections of the Commission’s rules.7 We direct all interested parties to include the name of 
the filing party and the date of the filing on each page of their comments and reply comments. All parties are 
encouraged to utilize a table of contents, regardless ofthe length of their submission. 

For further information, contact Trent Harkrader, (202) 418-2955, trent.harkrader@fcc.pov, or 
Diana Lee, (202) 41 8-0843, diana.lee@fcc.pov, of the Investigations and Hearings Division, Enforcement 
Bureau. 

Action by the Chief, Investigations and Hearings Division, Enforcement Bureau. 

See 47 C.F.R. g 1.49. 7 
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CyberControls, LLCTM 
PROFESSIONAL SERVICES 

SBC Audit Feasibility Analysis Report 

For: Premiere Network Services Inc. 

Prepared by: Wolfgang Wilke, C.P.A. 
CyberControls, LLC 

Providing Data Auditing and Analysis 
June 23,2004 

Confidential Information-for Premiere Network Sewices Inc. 
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E X E C U T I V E  S U M M A R Y  

This feasibility report was proffered as a first step to essentially ascertain whether the claims 

being waged against SBC by Premiere Network Services Inc. could be validated through the 

performance of a subsequent audit of numerous SBC databases in which essential data is 

purported to reside. The complex nature by which SBC enters customer order related information 

into their data systems (SORD) has been identified as the source of where the audit will chiefly be 

focused upon. Not much is known about the structure and nature of these databases that are 

maintained by SBC as of yet. In fact, this lack of specific knowledge about these targeted 

databases undermines CyberControls ability to adequately surmise exactly how to go about 

performing an effective data audit in behalf of Premiere Network Services Inc. 

Another goal of the Feasibility Report was to objectively analyze Premiere's past efforts to 

reconcile the numerous irregularities it noticed in a steady stream of order records that were 

processed and submitted by Premiere in behalf of Premiere's customers and the performance 

measure shorlfalls being issued to Premiere. CyberControls' extensive analysis and data 
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interrogation of the 11,683 orders provided to SBC in February, 2004 resulted in a resounding 

conclusion and validation that SBC's explanation for numerous irregularities is highly 

questionable given that their statements often contradict the obvious results of a straightforward 

examination of the facts and figures. One of the more perplexing order entry processes of SBCs 

is the unexplainable use of inserting their "Ss" code onto Premiere customer account orders 

which absolves Premiere's control of the account and passes the control over to SBC for 

"administrative purposes". In the analysis conducted by CyberControls on this particular area of 

the dispute, just over 46% of the orders were redirected to SBC by inserting an " S S  code to 

Premiere's submitted customer orders. Since these excluded orders from Premiere's 

performance measure calculations, it is safe to say that the only party who favorably benefited 

from this continual practice was SBC. 

CyberControls' ability to perform an audit in behalf of Premiere Network Services Inc. as a next 

step is completely contingent upon the cooperation of SBC to provide information and access to 

its databases. The close proximity to SBC's regional headquarters in Hoffman Estates, IL would 

provide our audit team with convenient access to SBC's data, which would keep costs down and 

would speed up the audit process. In the last section of this report, CyberControls has listed the 

essential data sources as we understand things to be that will be critical in performing the 

necessary audit and examination of SBC's data and workflow processes to reach an objective 

conclusion as to what has actually taken place within SBC as it relates to Premiere's claims. 

Once CyberControls receives the information it requires about the logistics of accessing the 

required data to perform the audit, a detailed budgetary estimate can be developed for both 

parties to review. In the absence of this required information, it will not be possible to create such 

an estimate. 
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P R E - A U D I T  R E C O N C I L L I A T I O N  V A L I D A T I O N  

To help gain a comprehensive understanding of the SBC order data and its structure, we 
conducted an in-depth analysis of the order records and the process conducted by Premiere to 
collect, convert, and query these records to report its findings. 

Data Collection 

As part of its CLEC agreement with SBC, Premiere is permitted, through a secure website, to 
access orders placed by Premiere, view their current status, as well as save the individual 
records as text files. This data can be viewed for up to 2 years prior to the current date. 

Using the web interface, the user has several options to choose from to find order data. Once a 
query has been submitted, the resulting data is first shown in summary format, allowing the user 
to see in summary those records that were found. The user then has the ability to drill into these 
summary records to see the detail for each individual order. 

The user is limited in the format the data can be saved. For the ease of data conversion, 
Premiere chose a standard text file format. Within this format, each column of data for the order 
is saved as a different row in the file. Each row contains the column label as well as the data that 
is stored within that column. 

The following procedures were implemented by Premiere to ensure that data was collected from 
the website effectively: 

Each order was saved as its own distinct file. 

Each file was named using the convention "corder number>.txt". SBC has an apparent 
limit to the size of the order number which may cause the same order number to be used 
for separate and distinct orders. If an order was saved more than once, eayh subsequent 
order was saved using the convention "corder numberxa, b, c. etc ... xtxt". 

Each order was saved in full and the resulting text file was not altered as part of the data 
interrogation phases. 

Each order contains a transaction number that includes within it the ID of the user who 
saved the order and the date and time. 

After the order is saved, the user would open the order using a simple text editor. At the 
bottom of the file, the user would copy in the summary data shown on the initial web 
page. These additional steps ensured that the data was successfully saved in the correct 
format (visual verification) and added an additional check that the correct order was 
saved by comparing the summary order record number to the detail record number. 

By using these methods, a potential exists that unintentional human error may have caused some 
records to have been accidentally altered or saved incorrectly. Further, these procedures were 
constantly reviewed and modified throughout the process to ensure data was effectively 

1 Approximately 700 order records have been saved that have the same order number. While some of 
these orders may be distinct, the possibility exists that the same order may have been saved twice. If the 
same order was saved twice, the possibility exists that the data may have changed between the dates the 
order was saved. For example, the order status may have been updated from Completed to Posted. 
Without an in depth analysis of each record, it is difficult to determine and remove duplicate orders from the 
analysis. 
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collected. These changes in procedures did affect the data saved to the file as the additional 
summary data was not added until later. However, in our opinion, the method and procedures 
used by Premiere to collect data from SBC are sound and effective. After reviewing a subset of 
the original source data, it is apparent that any procedural changes or human error had little or no 
effect on the quality and accuracy of the order data. 

It is understood that the data being presented on the website to the CLEC's is summary data from 
SBC's system. While this method of data collection is the only way Premiere is able to gain 
access to the SBC data, an assumption is made that the dataset Premiere is using to conduct its 
analysis has been accurately reported by SBC. In order to validate this assumption, a request 
was sent to SBC to produce the order data from their underlying systems. This request has not 
yet been fulfilled as of this writing. 

Data Culling and Conversion 

The data that is saved from the SBC website is stored in a text file with each row representing a 
column of data. In order to effectively analyze this data, an effort was taken to convert the data 
from a text file format to a relational database format. 

Each order text file is broken into several different sections. The first section, or header section, 
contains summary information about the order, such as the SBC order number, CLEC number, 
customer code, order date, due date, status, as well as other fields. The second section, or detail 
section, contains the detail information for the order, such as installation location, engineering 
requirements, contact information, general order remarks, as well as other information. The final 
section, or trailer, contains a distinct transaction number for this order. 

Using the help of several ex-SBC employees, Premiere was able to decipher the data format 
stored in the text file and converted it into database format. In order to facilitate this data 
conversion, several text manipulation programs were written by Premiere. The following is a brief 
description of the steps performed on each order: 

Each order was copied to a new file in a separate subdirectory 

Irrelevant HTML information stored at the beginning of the file is removed. This 
information is not important to the order and apDears to be consistent across all the 
saved orders. 

The order is read into a memory buffer. A column of data has the potential of being 
stored on multiple lines within the file. If this situation is found, the lines are consolidated 
into a single line for analysis. 

The rows are saved into a database table. Each row contains the source order file, the 
order number, the distinct row this line was found in the order, the section where the data 
resides (header, detail, trailer), the column (FID) label, and the value of the data. 

Logging occurs within the conversion program. If a record is not successfully converted, 
the log will display the order and column for which the error occurred. 

Lookup tables have been created to aid the user in understand the codes used by SBC. 

Once the data has been converted, it resides in a format that can easily be queried and analyzed. 

Two different approaches were taken to validate this process. First, a conversion routine was 
written to mimic the performance of the text conversion program. This program was written 
entirely from scratch using a different programming environment. A separate comparison 
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program was also created to compare the results of the validation program to the original text 
conversion program. 

While the resulting database structure was different between the two tables, the data conversion 
results were by and large exactly the same. In some instances, the original program was 
referenced in order to resolve very rare cases in which data differences were due to unique 
situations on a particular wder, but in no way was the original program used to provide bulk 
sections of code to complete the conversion. This validation process was run on many randomly 
selected orders and produced similar results. 

The second method used to validate the data conversion process was to spot check randomly 
selected orders against the data stored within the database. Once an order was selected, a 
query was run to select all the rows in the database. Each row was then compared to the original 
record and the data was verified for accuracy and completeness. Many orders were selected and 
compared, and in each situation, the results were accurate. 

No documentation was provided to describe the data structure provided by SBC. As Premiere 
had to rely on ex-SBC employees to read and translate the codes for analysis, a potential exists 
that the translation might be inaccurate in certain areas. It is our conclusion however, that the 
methods used by Premiere to conduct this data conversion process appear to be sound and 
technically accurate. 

Data Interrogation 

Once a standardized database was created containing all the records Premiere was able to 
download from the website, Premiere was in a position to interrogate the data across all of the 
orders. After years of investigation, Premiere identified several key areas where inconsistency 
existed that are the basis for this pre-reconciliation audit. 

In an attempt to validate the statements laid forth with the pre-reconciliation audit, we selected 
several of Premieres' claims and attempted to recreate the results. We used the database 
provided to SBC in February, 2004 as our baseline to perform our queries. By our calculations, 
this database contains 11,683 orders. 

SBC "Web Site" Reporting Data is Redacted 

Within this section of the reconciliation report, Premiere claims that the web site data is the basis 
for liquidated damages computations. However, SBC does not included orders containing a "Ss" 
code denoting that the order was taken control of by SBC for administrative purposes. In this 
section, Premiere claims "no less than 6,321 of 9,714 Premiere orders were illegally excluded". 

In an effort to validate this claim, the following steps were taken: 

Any order that contained a " S S  code was copied to a temporary table 

A distinct count of the records stored in this temporary table was taken and the results 
analyzed. 

As part of this analysis, the following items were discovered: 

Of the remaining 1,481: 

That 5,413 distinct order contained at least one 3s" code. 

Of those 5,413 distinct orders, 3,932 orders only contained the ' S S  code 

o 7 records contained a " S S  code and a 'CE" code. 
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o 
o 
o 
o 

850 records contained a " S S  code and a " C S  code. 
18 records contained a " S S  code and an "ED" code. 
6 records contained a " S S  code and an "EX" code. 
600 records contained a " S S  code and a "LX" code. 

While the record set used in CyberControls' validation analysis was slightly larger than the record 
count quoted by Premiere, we were able to identify a smaller subset of matching records. Even 
though this set was smaller, it still recognizes that the " S S  code was used on a significant 
number of orders (46%). A logical conclusion can be asserted that if the "SS" code is used only 
for administrative purposes, then the proportion of over 46% appears to be extraordinarily high 
and represents a significant number of orders that may have been excluded from the 
performance measure calculations being provided by SBC. 

Due date Reconciliation 

Each order contains a due date that is to occur within 3 - 5 business days of the original order 
date, unless othewise agreed upon with the CLEC. During discussions with ex-SBC employees, 
Premiere learned that the " Z D  code is used to change the due date of the order. 

Premiere states that "9.4% of its orders had the due date changed or pushed out, or 914 orders". 
To confirm this statement, the following actions were taken: 

Queries were run against the database to find distinct orders that contain a "ZD" code. 

The resulting records were exported into a temporary table and analyzed 

Based on these steps, the following results were discovered: 

Of the 11,683 distinct orders within the database, 1,096 distinct orders were found to 
have the " Z D  code in it. This represents 9.4% of all the orders. 

The "ZD" code was found to be used 2,350 times. This increased number represents the 
" Z D  code being used multiple times on the same order. 

These results appear to be consistent with the claims made by Premiere 

ITRAK Records 

As part of the May 2003 reconciliation, Premiere provided to SBC a random sampling of orders 
that have been "ITRAKed". ITRAKing is designed to be a rare administrative proceeding 
between SBC and a CLEC to allow SBC additional time to respond to a CLEC's order due to rare 
and unusual circumstances. 

While we did not receive a copy of the 300 orders that were randomly sampled, a query was run 
against the database to retrieve all records that have been ITRAKed. Of the 11,683 orders in the 
database, 1,558 were found to have an ITRAK code on it, representing 13% of all orders. Of 
these 1,558 records, 625 were found to only contain an "SS" code, which equates to 40% of the 
ITRAK records. This percentage appears to be very high for a process that is only to be used in 
rare and unusual circumstances. Further, it is interesting that the 625 orders placed by Premiere 
do not contain the additional Service Measurement code describing how Premiere originally 
placed the order. This may denote a problem with the data integrity checks implemented by SBC 
or manipulation of the underlying data. 
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Premiere PM 5 Orders Assigned to Other CLEC's 

On March 19, 2004, SBC provided a reconciliation report to Premiere. Detailed in this report was 
a list of Premiere orders that SBC shows as "Found in PM 5 detail file for another AECN". As parl 
of their analysis, Premiere performed a simple percentage calculation where these Premiere 
order numbers were being carried as those of another CLEC. 

As part of this chart of data, SBC does not explain whether the number of Premiere records found 
in the detail files is inclusive or exclusive of those records found in the detail file for another 
AECN. After further review of the records listed, it is our assumption that the record counts are 
mutually exdusive. We base this on the counts listed for 'PM 5 manual detail file 10/2002". 
These counts show that 2 records were found for Premiere, and 4 records found for another 
AECN. This situation can only occur if the counts are exclusive of each other. This assumption 
was not used as part of Premiere's percentage calculation. 

Further, by recalculating the percentage based on Premiere's assumption, several minor 
mathematical errors were discovered. The chart below details these findings: 

. # O f  
remie Premiere 

.eDortt, Calculate6 
Description of Disposition Percentage Percentage PI IOrders ._ - .. . - / .  _ -  



. , -,,. 
10 I FoL..- ... . ... _ ..._.._-. "_.-.. ,,,_ I I I 

I Found in PM 5 manual detail file 02/2002 for I I 
1 

20 
another AECN 10.0% 10.0% 9.1 
Found in PM 5 manual detail tile 02/2003 
Found in PM 5 manual detail file 03/2002 for 

Found in PM 5 manual detail file 09/2002 for 
2 
2 
2 

another AECN 9.5% 100.0% 100.0% 
Found in PM 5 manual detail tile 10/2001 
Found in PM 5 manual detail file 10/2002 
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4 
1 
4 

3 

Found in PM 5 manual detail file 10/2002 for 
another AECN 50.0% 200.0% 66.7% 
Found in PM 5 manual detail file 1212001 
Found in PM 5 manual detail tile 12/2002 
Found in PM 5 manual detail file 12/2002 for 
another AECN 62.5% 75% 42.9% 

By comparing the Premiere percentages listed to the Premiere percentages re-calculated, it is 
immediately noted that the re-calculated percentages are, at times, significantly higher than those 
reported as part of this reconciliation. Further, it can be noted that because the CyberControls 
percentage is using a larger denominator for its calculation, the CyberControls percent is slightly 
less than that reported by Premiere. 

Lastly, Premiere states that the average of all orders assigned for other AECNs is 23.02% and 
arrived at that number by averaging the calculated percentages for each month. As shown in the 
last line of the table, CyberControls cannot attest to Premiere's claim. By re-calculating 
Premiere's reported percentage, the average is only 11.51%, which is significantly less than 
stated. By recalculating the percentages and averaging those, the average comes closer at 
21.36% Lastly, by using the modified average approach implemented by CyberControls, the 
calculated average of percentages is only 14.54%, or 37% less than what is claimed in the pre- 
audit report. 

This average of percentages approach also contains a significant flaw. By trying to average 
percentages that do not use the same subset of records, the results can be significantly skewed 
For example, consider the following sample subsets of data: 

Numerator Denominator Calc Perc 
Subset 1 3 100 3.0% 
Subset 2 1 10 10.0% 

I Average of Percentages 

By averaging the 2 percentages, the average is calculated at 6 
due to the different sizes of the sample sets. The real percentage should be calculated by adding 
the two subsets of data together, or 3.6% (411 10). 

With this understanding, CyberControls recalculated the percentage of PM 5 orders that were 
assigned to other CLECs. Based on the published results, 193 orders were found in the PM 
detail tiles for other AECNs out of 3,373 orders in total that were found in the PM detail files. This 
shows that only 5.7% of the PM 5 detail records were found for other AECNs. 

While this percentage is significantly less than what was published in the preaudit report, it still 
raises significant concerns about the data integrity controls put into place. SBC should explain in 
detail how an order can ever be reassigned to another CLEC. 

. However, this is misleading 

11.51% I 21.36% I 14.54% 
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E S S E N T I A L  D A T A  R E Q U I R E D  
T O  P E R F O R M  A U D I T  

In order to complete the audit, CyberControls will need access to the following types of essential 
data: 

From SBC: 

Premiere's order records from SBC source data systems (electronic and paper based). 

Carrier Access Billing records (CABS) from SBC source data systems for the time period 
in question. 

Change order request forms (including all versions applicable to Premiere customers) 

Copies of monthly invoices sent to Premiere that detail installation charges, monthly 
usage charges, and recurring component costs. 

Payment detail for any payments made to Premiere for liquidated damages. The detail 
must include the individual orders for which damages are paid, the amount paid for each 
order, the date and check number the payment was made on. 

Service Order forms/ time sheets and firm order confirmations (FOC) and ITRAK forms 
created as part of completing an order. 

Any status reports that may have been created as part of completing an order. 

From Premiere: 

Any original information or documentation as it relates to orders placed with SBC. 

Any records of payment made by SBC relating to liquidated damages. These records 
should include any detail received that identifies why the liquidated damages was paid. 

Order Processing Infrastructure 

To fully understand how an order flows through SBC systems, CyberControls requests the 
following information from SBC: 

A detailed description of the steps and processes performed by the user inputting the 
order into the system from start to finish. This description should include the process the 
user goes through to modify and update existing orders (i.e., extending due dates) and 
how supporting order documentation is captured and stored. 

A detailed description of how order data is stored on SBC's systems. This description 
should include: 

o A list of all databases that may contain data related to the orders. This list should 
include all databases that are related to the SORD system, including but not 
limited to: 

SORD Service Order Retrieval Database 
BOSS Business Order Support System 
WFM Work Flow Manaaement svstem 
LEX 
SPORT 

I 

Laser GUI 
Service Posted Order Retrieval 
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ITRAK Override System 
FAX END TIME 
TRFU Database for notes 
DODB Discarded Order Database 
BU07 Cleanup file 
BUO9 Referenced in Orders 

Used to manipulate ITRAK values 
Used to manipulate the FOC time 

G A data dictionary providing detailed descriptions of the table structure for order 
records stored within each database. Column names, data types, field lengths 
and field descriptions should be included in this document. 

A detailed description of each distinct code used by SBC with the database. A 
code is defined as a distinct abbreviation implemented by SBC to denote a larger 
value with the data. For example, the code " T X  is used to abbreviatethe State 
"Texas". 

A detailed work flow process that describes how data moves between databases 
as well as a description of the event that causes data to be replicated. 

A detailed description on how data present4 through the website interface used 
by the CLECs is generated. The original source for this data should be included 
in this document. 

G 

o 

o 

A detailed description of data integrity checks that have been put into place to ensure that 
data cannot be modified or altered without appropriate checks and balances. 

An SBC OSS subject matter expert (SME) shall be made available to CyberControls to 
assist in: 

o 

o 

Answering any questions about the order data or work flow process, 

Facilitating timely response to requests made by CyberControls throughout the 
audit. 

Gathering un-altered and un-limited source data for orders from any and all 
databases for detailed analysis and review. 

G 

A proposal from SBC as to what options are available to CyberControls to perform its 
audit in Hoffman Estates, IL by having direct access to the data sources listed above 
should also be requested. 
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